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Introduction

Backing up data is a basic precautionary step that everybody working with computers should take. Backup copies are an insurance policy against the possibility of your data being lost, damaged or destroyed. A reliable backup mechanism is indispensable for every institution engaged in digital preservation. Digital collections prepared with so much of effort and cost with an aim of long-term preservation must be made immune from all kinds of natural or man-made disasters. Moreover, the back-up methodology adopted must be such that it has long-term relevance and usage. It should not become obsolete or redundant after a small period of time because digital preservation technology has not been standardized or finalized yet. From the use of obsolete floppies to CD’s and DVD’s, and to Tape Drives, it has been changing so fast. Therefore, while formulating a back-up policy for a digital archival institution, all the technological alternatives available must be assessed very critically in the light of institutional as well as preservation goals. Since Back-up mechanism is essentially a disaster-specific process (data loss due to technical failure, natural or man-made disaster), effectiveness of each available back-up methodology must be taken into account before finalizing a suitable and reliable back-up policy.
Understanding Requirements for a Good Backup Policy

A good backup policy will protect your data from a large range of mishaps. The range of events that you should consider when planning how to backup your data includes:

· Accidental changes to data

· Accidental deletion of data

· Loss of data due to media or software faults

· Virus infections and interference by hackers

· Catastrophic events (fire, flood etc.)

A good backup policy should provide protection against all of these threats.

Frequency of Backup

Backups should be made regularly to ensure that they remain up-to-date. The more frequently data is being changed the more frequently backups should be made. If your data is changing significantly every day you should consider a daily backup, but if you are prepared and can afford to redo a longer period of work then less frequent backup may be appropriate.

As well as backing up frequently, you should keep several backup copies made at different dates. Doing this guards against the danger that your backup copy will incorporate a recent, but as yet undiscovered problem, from your working copy. 

Multiple Backup Copies

A backup copy may suffer the same mishaps as the working copy of your data, so it is a good idea to spread the risk by maintaining several backup copies. A minimum of two backup copies should be maintained in addition to your working copy of the data.

Offsite Backups

More serious events, such as a fire in the office, will destroy both the working copy of the data and any backup copies stored at the same location. Some backup copies should be stored 'offsite' (offsite is a relative term, dependent on the level of protection you want).

As well as storing some copies offsite, it is useful to keep a backup copy onsite. This copy can be quickly retrieved and work recommenced if there is a minor mishap, such as the accidental deletion of an important file.

Media

Backup copies should be made on new media. Do not continue to use media once they start to develop faults. Specifically, floppy disks are not a good media for backup copies. If they are used, they should be replaced often.

Store backup copies on multiple media (e.g. Tape and DVD) to avoid all your backup copies becoming corrupted by the same drive or disk fault.

Multiple Formats

Store backup copies in both the software formats that you are using and in exported formats (many spreadsheets and database packages can exported to delimited text for example). This will help protect you from subtle faults that can sometimes develop in complicated data formats (such as database file formats) that may not become apparent until after they have been included in both the working copy and the backup copies.

Institutional Backup Policy

Projects should never assume that their institution's policies will be appropriate to their needs. Always check.

· Institutions may maintain backups for a limited period

· Institutions may only provide backups to protect against complete loss of data, and not individual users losing data

· Institutions may not backup all data held on their network

Many organizations advise their users to make their own backups of critical data. This is good advice and should be followed.

Check Your Backup!

A backup that does not actually work is of no use at all. Always test your backup procedures to ensure that your backup can be retrieved and is useable.

Backup is not Preservation

A backup copy is an exact copy of the version of the data you are working on. If your working copy becomes unusable, you should be able to start using your backup copy immediately, on the same computers, using the same software.

In contrast, a preservation version of the data should be designed to mitigate the effects of rapid technology change that might otherwise make the data unusable within a few years.

Some of the prevalent devices for storing back-up data are hard drives or disks in a computer, CDs, DVDs, Tape Drives and hard copies.

Hard Drives

Each one of these devices has certain advantages and disadvantages. For instance, if one stores data in a computer in “My Documents” Folder, there is a likelihood of a virus or software failure destroying it. To avoid this risk, a low cost solution is to install a second hard drive in the computer. In such a setup, the second internal hard drive is not affected by an operating system failure or corruption. This second hard drive can also be transferred to another computer for data access if needed. Another alternative is an external hard drive which can be attached to any computer any time simply by plugging it into a USB or fire wire port. These external drives have the benefit of one-touch and scheduled back-ups, which store data the moment one specifies the folders.

CD/DVD

The next in the category of portable storage Media are CDs. But with the passage of time, CDs get scratched. CD-R format is comparatively inexpensive way to store digital object masters which need many MBs of storage. A CD-R disk can store 650 MBs. CD-R conforms to ISO-9660 standard which allows a file system to be used under a variety of operating systems. Thus CD-Rs may be read by a variety of operating system such as UNIX and MS-DOS. Consequently CD-R is a better choice for archival storage, but its archival quality is still debatable. These disks, in comparison to common music CDs are more sensitive to scratches, touch of fingerprints and extremes of temperature and light. These are also more susceptible to other destructive agents such as the touch of alcohol-based felt-tip pen.

DVD technology (Digital Video Disk or Digital Versatile Disk) is a recent addition (but nothing is recent in computer technology) to the Digital disk technology market. A DVD-ROM drive is needed to read DVD-R disk. A DVD-R disk holds 4.7 gigabytes of data approximately. Its comparatively larger storage capacity makes it a good storage device. It is always necessary to take the following precautions for the preservation of these storage devices and for improving the life span of CDs and DVDs:

i. These should be stored in a controlled archival environment where heat, light and humidity are kept at specified levels.

ii. These discs should be stored or kept in protective sleeves or jewel cases, when not in use. These protective sleeves or jewel cases should be made of low-lint and acid-free material of good archival quality.

iii. The archival workers must wear gloves while handling the master disks to avoid finger-prints, scratching and depositing of grease from human hands.

iv. The disks should not be exposed to direct sunlight and damage to the upper, lower surfaces and edges should be avoided.

v. Nothing should be attached or fixed to the surface of the disk and nothing should be written on the plastic area of the spindle.

Tape Drives (DAT tape, DLT Tape, Zip and JAZ)

Tapes, Zip and JAZ are all magnetic media. However, tape is an excellent intermediate medium especially for transport of data and for back-up. Precautions are needed to protect these tapes also.

i. These should be stored in protective cases in an appropriate archival environment.

ii. These should not be placed near the magnetic fields nor exposed to direct sunlight.

iii. These should not be stacked horizontally.

iv. The Tapes’ surface should neither be touched nor any adhesive label be put on the cartridge.

OTHER TYPES OF BACKUP TECHNOLOGY TO CONSIDER:
VIRTUAL TAPE LIBRARY - A VTL is an archival backup solution that combines traditional tape backup methodology (software or appliance based) with low-cost disk technology to create an optimized backup and recovery solution. This provides backup and recovery performance benefits compared to tape based solutions but lets users continue using technologies and processes designed to work with their tape environments. It is an intelligent disk-based library acting like a tape library with the performance of modern disk drives, data is deposited onto disk drives just as it would onto a tape library, only faster. VTL can be used as a stand-alone tape library solution. A VTL generally consists of a Virtual Tape appliance or server, and software which emulates traditional tape devices and formats.

NEAR-LINE DISK TARGET - A disk array that acts as a target or cache for tape backup. These arrays typically offer faster backup and recovery times when compared with tape and are cost effective because they're increasingly based on low cost Advanced Technology Attachment disk drives. Unlike virtual tape libraries, however, they typically require configuration and process changes to existing backup / recovery operations. Disk array refers to a linked group of one or more physical independent hard disk drives generally used to replace larger, single disk drive systems. The most common disk arrays are in daisy chain configuration or implement RAID (Redundant Array of Independent Disks) technology. A disk array may contain several disk drive trays, and is structured to improve speed and increase protection against loss of data.
Disk arrays organize their data storage into Logical Units (LUs), which appear as linear block paces to their clients. A small disk array, with a few disks, might support up to 8 LUs; a large one, with hundreds of disk drives, can support thousands.
Disk arrays are an integral part of high-performance storage systems, and their importance and scale are growing as continuous access to information becomes critical to the day-to-day operation of modern business.

CONTENT-ADDRESSED STORAGE (CAS) - A disk based storage system that uses the content of the data as a locator for the information, eliminating dependence on file system locators or volume/block/device descriptors to identify and locate specific data. CAS an object-oriented system for storing data that are not intended to be changed once they are stored (e.g., medical images, sales invoices, archived e-mail). CAS assigns a unique identifying logical address to the data record when it is stored, and that address is neither duplicated nor changed in order to ensure that the record always contains the exact same data as were originally stored. CAS relies on disk storage instead of removable media, such as tape. CAS is often used as a new story paradigm for archiving reference information. EMC's Centera is an example of CAS.

MASSIVE ARRAY OF IDLE DISKS (MAID) - A disk system in which disks spin only when necessary (such as during read/write operations), reducing total power consumption and enabling massive high-capacity disk systems with comparable economics to tape libraries. The many hundred disks share a power supply/controller/cabling cabinet infrastructure. An algorithm is used to decide which disks in a cabinet should spin and which not. Inactive disks are powered down, and then spun up again when needed. Reactivation typically takes under 10 seconds. Disks are spun on a regular basis even when not used to keep them operational. This so-called duty cycle management can reduce the number of stops experienced by a drive by a quarter. For comparison a typical ATA drive is built for 40,000 stops over its life. 
SNAPSHOTS AND INCREMENTAL CAPTURE - A snapshot is a copy of a volume that is essentially empty but has pointers to existing files. When one of the files changes the snap volume creates a copy of the original file just before the new file is written to disk on the original volume. IT administrators have a second copy of data saved to disk that they can use for instantaneous recovery or as an offline copy for backups. The most common method is a copy-on-write technique. When one of the existing files changes, the snap volume creates a copy of the original file just before the new file is written to disk on the original volume. Incremental capture solutions can take snapshots at the block, file, or volume level. This provides users with more granularity when capturing data and offers unique integration capabilities with applications because these products typically write at the block level. A wide variety of vendors offer some type of snapshot capability. Software vendors with volume management capabilities, such as Microsoft and Veritas, also provide snapshot functionality. 

INCREMENTAL CAPTURE - Vendors in this category can replace existing backup technologies or co-exist with them. Incremental capture solutions can take snapshots at the block, file, or volume level. This gives users more detail when capturing data and offers unique integration capabilities with applications because these products typically write at the block level. FilesX is an example of incremental capture.

CONTINUOUS CAPTURE - This segment of the data-protection market includes software or appliances designed to capture every write made to primary storage and make a time-stamped copy on a secondary device. The main objective is to have the ability to re-create a data set as it existed at any point in time with the goal of being able to rapidly restore applications. 

ARRAY-BASED REPLICATION - These products have been around for a long time and have traditionally come from large disk-array vendors such as EMC, Hitachi Data Systems, and IBM. These products run on high-end arrays and are very robust (and expensive). They usually come in two types: synchronous or asynchronous. In the past, these replication technologies only worked between homogeneous arrays from the same vendor, requiring two expensive arrays with two expensive software licenses for each replication pair. As host-based replication became more robust, the array-based replication vendors began to add more flexibility in their solutions. For example, the requirement to replicate from one high-end array to another no longer exists, allowing companies to deploy lower-cost arrays at remote sites. Additionally, prices have come down, and new vendors are getting into the game. 

HOST-BASED REPLICATION - Host-based replication software runs on servers. As writes are made to one array, they are also written to a second array. Vendors in this category have eliminated many of the complexities in their products, making them easier to deploy and manage. 

FABRIC-BASED REPLICATION - The new debate raging in the storage industry revolves around the following question: "Where should storage services, or applications, reside—on hosts, arrays, or in the fabric on switches or appliances?" The hardware that connects workstations and servers to storage devices in a SAN is referred to as a "fabric." The SAN fabric enables any-server-to-any-storage device connectivity through the use of Fiber Channel switching technology. Storage Area Network (SAN) is a high-speed sub-network of shared storage devices. Because stored data does not reside directly on any of a network's servers, server power is utilized for business applications, and network capacity is released to the end user. Fabric-based applications are relatively new but IT professionals expect a strong trend toward fabric-based intelligence over the next couple years due to a number of potential advantages. For example, the sooner an I/O is captured, the sooner it can be sent to a secondary device, thus enabling better performance. A variety of traditional switch vendors are putting intelligent blades into their core products, and third-party developers are porting their applications to the blades. Blades are a single circuit board populated with components such as processors, memory, and network connections that are usually found on multiple boards. Server blades are designed to slide into existing servers. Server blades are more cost-efficient, smaller and consume less power than traditional box-based servers

Finally, depending upon the importance of the digital archival collections, one should think of storing a back-up in a fire proof vault.

To conclude, a Back-up policy must take into consideration the size of the digital holdings, institutional budget, cost of creating backup mechanism, media permanence or longevity of the digital objects with all its original properties intact or long term storage of digital collections, file management and metadata issues. Back up policy should ensure the long-term sustainability and accessibility of the digital contents which an institution has selected to preserve.
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